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1a. List the five features that are required by the interface between application programs and the TCP/IP protocol that guarantees reliable delivery service.

Senaraikan lima keadaan yang diperlukan oleh pengantaramuka antara program aplikasi dan protokol TCP/IP yang menjanjikan servis penghantaran yang boleh dipercayai.
     (5 marks/markah)

Answer

1. stream orientation

2. virtual circuit connection

3. buffered transfer

4. unstructured stream

5. full duplex connection

b. To provide reliability in packet delivery, there is a single fundamental technique applied which is known as positive acknowledgement with transmission (ACK).  Discuss briefly about this technique.
Bagi menyediakan kebolehpercayaan dalam penghantaran bingkisan, terdapat suatu teknik asas yang tunggal digunakan yang dikenali sebagai positive acknowledgement with transmission (ACK) .  Bincangkan secara ringkas mengenai teknik tersebut.
   (5 marks/ markah)

Answer

This technique requires a recipient to communicate with the source, sending back an ACK messages as it receives data. (2)

The sender keeps a record of each packet it sends, and waits for an ACK before sending the next packet. (1)

The sender also starts a timer when  it sends a packet, and retransmit the packet if the timer expires before an ACK arrives.  (2)
2a. In the User Datagram Protocol (UDP), what is the purpose of the protocols port ?
Dalam User Datagram Protocol UDP, apakah tujuan port protokol ?

    (2 marks/ markah)

Answer

Protocol port used to distinguish among multiple programs executing on a single machine

b. Give some  proper reasons,  why the software that use UDP work well in a local environment,  but fail in dramatic ways when used in the global Internet ?

Berikan beberapa sebab yang munasabah, mengapa perisian  yang menggunakan UDP tidak mempunyai masalah pada suasana setempat, tetapi gagal  secara dramatik apabila dilaksanakan dalam Internet  yang global ?
     (2 marks/ markah)

Answer

Because programmers often test network software using highly reliable, low delay local area networks, testing may not expose potential failures.

c.  In developing an application that use UDP as its protocol, how to overcome problems such as message loss, message duplication, message delay, out-of-order delivery, and loss of connectivity ?

Dalam membina aplikasi yang berteraskan protokol UDP, bagaimakah masalah seperti kehilangan mesej,  mesej pendua,  mesej terlewat,  dan kehilangan sambungan dapat diatasi ?
      (2 marks/ markah)
Answer

Programmers should  write their program carefully.  And it is depend on application software itself.

d. Draw a diagram that illustrates three-way handshake used for TCP connection shutdown involving segments such as FIN and ACK.
Lukis suatu diagram yang menggambarkan three-way handshake yang digunakan untuk menutup sambungan TCP yang melibatkan segmen-segmen seperti  FIN dan ACK. 
     (4 marks/ markah)
Answer

[image: image1.emf]
3a. Define the advantage and drawback(s) of the early Internet core routing architecture. 

Berikan kelebihan dan keburukan bagi  senibina penghalaan teras Internet awal.
  (5 marks/ markah)
Answer

The advantage of core routing architecture is that because non-core routers use partial information, an outlying site has autonomy in making local routing changes.  (3 marks)

The disadvantage is that a site can introduce inconsistencies that make some destinations unreachable.  (2 marks)
b. Define the important functions served by routing protocols.
Berikan fungsi penting yang dilakukan oleh protocol penghalaan.

   (3 marks/markah)

Answer

Compute a set of shortest path

Respond to network failure

Respond to topology change 

c. What is the main disadvantage of the distance-vector algorithm protocol ?

Apakah keburukan utama bagi protocol algoritma distance-vector ?

(2 marks/markah)

Answer

Does not scale well due to the problem of slow response to change that requires the exchange of large messages.

Or

Because  a distance-vector protocol requires every router to participate, the volume of information exchanged can be very big

4a. In routing between peers, there is a concept called autonomous system. What is the meaning of autonomous system?

Dalam penghalaan antara peers, terdapat suatu konsep bergelar autonomous system.  Apakah yang dimaksudkan sebagai autonomous system?

   (2 marks/markah)

Answer

A group of networks and routers controlled by a single administrative authority for routing purpose

b. What protocol is used by autonomous systems to exchange reachability information among themselves?

Apakah protokol yang digunakan oleh autonomous systems untuk bertukar-tukar informasi tentang kebolehsampaian antara satu sama lain?

(2 marks/markah)

Answer

Border Gateway Protocol / Exterior Gateway Protocol
c. Some well known Border Gateway Protocol (BGP) characteristics are:
i. Inter-autonomous system communication

ii. Next-hop paradigm
iii. Authentication
     Briefly explain each of them.

Beberapa sifat terkenal protokol Border Gateway (BGP) adalah:

i. Inter-autonomous system communication

ii. Next-hop paradigm

iii. Authentication
 Terangkan dengan ringkas setiap satunya.
   (6 marks/markah)

Answer

Inter-autonomous system communication – its primary role is to allow one autonomous system to communicate with another

Next-hop paradigm – Like distance-vector routing protocols, BGP supplies next hop information for each destination
Authentication – BGP allows a receiver to authenticate message (verify the identity of a sender)
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